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CROSS-BORDER DATA TRANSFER

Are there any restrictions on transferring personal
data and how can these be overcome?
Cross-border data transfers affect all organizations
that engage online IT services, cloud-based services,
remote access services and global HR databases.
Understanding the applications of lawful data
transfer mechanisms is essential to validate recipients
located outside Japan.

countries are currently recognized as having
adequate protections); or,
•

a third party establishes a system that continually
conforms to the standards prescribed by the
Personal Information Protection Commission or, is
certified under an international data protection
regulation admitted by the PIPC such as APEC’s
Cross Border Privacy Rules.

Before transferring sensitive personal information,
described as “special care-required personal
information” in the Act, to a third party inside or
outside Japan, you must request consent with limited
exceptions (such as when the data collection is
required by law). For additional details, see the
Employee Consent section.

HR Best Practices:

In Japan, the Amended Act on the Protection of
Personal Information (2016) outlines that personal
data is allowed to be transferred outside Japan
when:
•

•

consent is obtained in advance from the data
subject (note: consent is not required in a few
cases such as when the transfer is based on
Japanese laws or regulations);
the Personal Information Protection Commission
(PIPC) recognizes a foreign country as having at
least equal protections as Japan (note: no

Update consent forms to
include
details
about
international data transfers,
unless the foreign country has been recognized by
the Commission as having equal protection of
individual rights (Japan and the EU are likely to put
an agreement in place sometime in 2018).
Alternatively, consider establishing a personal data
management process and security standard that
meets the standards prescribed by the Commission.
Some companies rely on the Asia-Pacific Economic

Cooperation (APEC) Cross Border Privacy Rules
(CBPR) to transfer data outside of Japan.1

Last updated February 2018.
DISCLAIMER: The information contained in this form is for general information purposes
only and is not intended to be a source for legal advice and should not be relied upon
as such. This information is not intended to create, and the receipt of it by the reader
does not constitute, an attorney-client relationship. Organizations or individuals receiving
this document should always seek the advice of competent counsel in their home
jurisdiction. Laws may change and PeopleDoc cannot guarantee that all the
information in this form is current or correct. PEOPLEDOC DOES NOT GIVE ANY EXPRESS
OR IMPLIED WARRANTIES OF MERCHANTABILITY, SUITABILITY, OR COMPLETENESS OF THIS
INFORMATION. TO THE EXTENT PERMITTED UNDER APPLICABLE LAW, NEITHER PEOPLEDOC,
NOR ITS AGENTS, OFFICERS, EMPLOYEES, OR AFFILIATES, ARE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, LOSS OF USE OR
PROFITS, OR BUSINESS INTERRUPTION), EVEN IF PEOPLEDOC HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES, ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT, ARISING IN ANY WAY OUT OF THE USE OF OR INABILITY TO USE
THIS INFORMATION.
The content of this document is proprietary and confidential information of PeopleDoc.
It may not be distributed to any third party without the written consent of PeopleDoc. ©
2018 PeopleDoc Inc. Do not reproduce without the written permission of PeopleDoc Inc.

1Gardner,

Stephen. 2017. "Moving Data Between Japan, U.S.? Use
Asia Privacy Rules System." The Bureau of National Affairs, Inc.
September
27.
Accessed
January
24,
2017.
https://www.bna.com/moving-data-japan-n73014470193/.

