
 
 

 

 

HR Electronic Records 
Electronic Signatures in Romania: What it means for HR 
 

What is an electronic signature? 

• An electronic signature is a technical process 
logically  associated with a document in which 
two (or more)  individuals or organizations 
(the signatories) agree to  rely on in order to 
express their intent to sign. 
 

• Three components are necessary: a 
document, a  signatory and an e-signature 
tool. While the tool most  commonly used for 
handwritten signatures is a simple  pen, 
electronic signature tools are more complex. 
 

• The term "electronic signature" is a broad 
category  that encompasses many types (or 
levels) of electronic signatures. Depending on 
the country it is used in, there  are differences 
in purpose, technical implementation,  legal 
and cultural acceptance of electronic 
signatures. 
 

• Most civil law countries (including the EU and 
most  countries in South America and Asia) 
support a “tiered”  approach with higher 
levels of signature called digital  or qualified 
electronic signatures. 
 

• Most common law jurisdictions (US, Canada, 
Australia,  etc.) are typically more technology-
neutral. 
 

• In addition, specific industries (e.g. healthcare 
or banking)  or specific documents (e.g. 
marriage or adoption  contracts) often 
require a higher level of e-signature or  
handwritten signature. 

 

 

 

What are the laws and regulations in Romania? 

On July 1, 2016, Regulation (EU) No 910/2014 on electronic identification and trust services for electronic 
transactions in the internal market (the “eIDAS Regulation”)  came into force and replaced the former EU 
Directive on  electronic signatures (1999/93/EC). The eIDAS Regulation,  directly applicable in the 
member countries of the  European Union, brought uniformity -  and much needed clarity - among the 
EU member states’  local legislation on electronic signatures. 

In Romania, electronic signatures are regulated by Law no. 455/2001 on electronic signature and related 
Methodological Norms approved by Government Decision no. 1259/2001 (Law 455/2001) and, 
Government Emergency Ordinance no. 38/2020 regarding the use of electronic documents in public 
institutions and authorities (GEO 38/2020). They are also regulated by the Romanian Labor Code (Law 
no. 53/2003). 

Law 445/2001 defines two types of electronic signatures. Simple electronic signatures which are 
electronic data which is attached or logically associated with other data and which serves as an 
identification method. Extended electronic signatures are signatures that meet cumulative 
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requirements. The extended electronic signature is: (1) uniquely linked to the signatory; (2) capable of 
identifying the signatory; (3) created using electronic means under the sole control of the signatory; and, 
(4) linked to the data signed in such a way that any subsequent change in the data is detectable. Law 
455/2001 provides that an electronic document that has incorporated an extended electronic signature 
(i.e., the Qualified Electronic Signature under the eIDAS Regulation) is considered to have the same legal 
effect as a handwritten document.  

Note that some scholars have argued that many provisions of Law 455/2001 are no longer applicable as 
they are outdated and conflict with the more modern eIDAS Regulation, which includes three types of 
electronic signatures. 

Under Romania’s Labor Code, employment agreements must be concluded in written form. The Labor 
Code also requires that termination documents be concluded in written form in order to be valid. Parties 
can use wet ink signatures or advanced or qualified electronic signatures.  

Handwritten signatures are most widely used and considered to be the most reliable piece of evidence 
by authorities. That said, due to recent developments, advanced electronic signatures and qualified 
electronic signatures are also valid methods of expressing consent for HR documents. Simple electronic 
signatures and/or electronic seals of the employer may be valid for some HR documents.  

GEO 38/2020 was adopted in relation to the Covid-19 pandemic and establishes the obligation of public 
institutions and authorities to accept electronic documents. Through this Ordinance, public authorities 
and institutions may choose which type of electronic signature they require for documents that are 
submitted to them, subject to the eIDAS Regulation.  

The Labor Code provides that the inspection bodies have the obligation to accept, for verification and 
control, individual employment agreements and addenda, as well as documents in the field of labor 
relations/occupational health & safety, which were concluded in electronic format, with electronic 
signature, according to law, without requesting them in hard copy. Parties may choose to conclude, 
amend, suspend or terminate employment agreements/relationships using the advanced electronic 
signature or the qualified electronic signature.  

In addition, employers may use the simple electronic signature, advanced electronic signature, qualified 
electronic signature or electronic seal to prepare specific ancillary paperwork/documentation in 
employment relationships, resulting from the conclusion, execution or termination of the employment 
agreement as per the conditions set by internal regulation or collective bargaining agreement (if 
applicable) (Note: the employment agreement itself and suspension/dismissal decisions are excluded).  

There are some specific requirements and aspects that should be followed when using electronic 
agreements: 

• All parties must use the same type of signature, handwritten or electronic;  

• employers cannot require the employee to use an advanced electronic signature or qualified 
electronic signature, at the conclusion, modification, suspension or, termination of the individual 
employment agreement; and, 
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• procedures for using of these forms of signatures will be part of the informing process of future 
employees and will be reflected in the content of the employment agreement. 

Are electronic signatures valid? 

Under eIDAS, a valid electronic signature may be simple,  advanced or qualified. All three levels of 
signature are legally valid and defensible in court. However, the probative value (i.e. how easily the 
validity of the signature can be proven in court) will  vary depending on the type (or level) of electronic  
signature as illustrated by the graph. 
 
E-signatures almost always offer higher guaranties  than handwritten signatures, regardless of the level 
of  the e-signature being used: 

• the evidence trail associated with superior electronic  signature tools will allow defendant to prove 
the validity  of the signature. 

• the use of time-stamping and encryption technologies will provide a much higher level of confidence 
in  the integrity of an electronically-signed document  compared to the limited level of protection 
provided  by a handwritten original (unless notarized). 

 

Probative value scale 

 
 
 

 
 
 

 
 
 
 
 

 
 
 
 
For simple and advanced electronic signatures, it is the  employer’s responsibility to bring evidence of 
the validity of  the signature if an employee challenges the document. 
 
Advanced signature solutions typically offer a more  robust evidence file in that regard than simple e-
signatures  solutions.  

Qualified electronic signatures offer the same probative value as a handwritten  signature it is the 
responsibility of the party challenging the validity of the  signature (most likely the employee) to bring 
evidence of the  signature’s invalidity. 

Example 1:  
Scanned copy of 
handwritten 
signature 

Example 2:  
Signature with: 
- evidence trail, 
- integrity; and 
- authentication 

Example 3: 
Signature with embedded  
electronic certificate and  two 
factor authentication 

Example 4: 
Signature with secure  
signature creation device 

Low probative value Strong probative value 

Simple e-signature Advanced e-signature Qualified e-signature 

Burden of proof on Defendant (i.e., employer) Burden of proof on Claimant (i.e., employee) 
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HR Best Practices 
 
Most customers elect to use different electronic signature solutions 
depending on the type of document being signed. 
 
In Europe, customers typically use an advanced electronic signature 
for employment agreements as well as other HR-related 
agreements, and rely on a strong simple e-signature solution for 

other less sensitive HR documents such as policies and performance reviews. However, this decision also 
depends on an employer’s internal culture and its level of risk-adversity. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Last updated November 2022. 
 
DISCLAIMER: The information contained in this document is for general information purposes only and is not intended to be a source for legal, tax, or any other 
professional advice and should not be relied upon as such. This information is not intended to create, and the receipt of it by the reader does not constitute, an 
attorney-client relationship. All legal or tax questions or concerns should be directed to your legal counsel or tax consultant. Laws and regulations may change and 
UKG Inc. (“UKG”) cannot guarantee that all the information in this document is accurate, current or complete. UKG MAKES NO REPRESENTATION OR WARRANTIES 
WITH RESPECT TO THE ACCURACY OR COMPLETENESS OF THE DOCUMENT OR THE INFORMATION OR CONTENT CONTAINED HEREIN AND SPECIFICALLY DISCLAIMS 
ALL REPRESENTATIONS AND WARRANTIES INCLUDING BUT NOT LIMITED TO ANY EXPRESS OR IMPLIED WARRANTIES OF MERCHANTABILITY, SUITABILITY, OR 
COMPLETENESS OF THIS INFORMATION. TO THE EXTENT PERMITTED UNDER APPLICABLE LAW, NEITHER UKG, NOR ITS AGENTS, OFFICERS, EMPLOYEES, 
SUBSIDIARIES, OR AFFILIATES, ARE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING 
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, LOSS OF USE OR PROFITS, OR BUSINESS INTERRUPTION), EVEN IF THE UKG HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES, ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT, ARISING IN ANY WAY OUT OF THE USE OF OR 
INABILITY TO USE THIS INFORMATION. This document and the content are proprietary and confidential information of UKG. No part of this document or its content 
may be reproduced in any form, or by any means, or distributed to any third party without the prior written consent of UKG © 2022 UKG Inc.  All rights reserved. 


